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Security rating
A SecurityScorecard security rating depends on 
objective data collection. You can identify op-
portunities to invest in and improve them. Your 
security score is the first step on your journey to 
stronger security.

One of the tool’s outputs is a “security rating” – 
i.e. a daily assessment of a company’s security 
level within the industry.

The rating is calculated on a logarithmic scale, 
making it easier to compare large companies 
with extensive infrastructure with smaller ones 
that have, for example, just one domain.
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One platform, multiple uses 
Get a complete overview of the state of your cy-
bersecurity.

Use SecurityScorecard to rank the security of 
your organization or your suppliers from grade A 
to F for each segment of your cyber protection.

Monitor risk and compliance, merger and acquisi-
tion due diligence, cyber insurance underwriting, 
data enrichment and executive-level reporting.
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How is it implemented?
Implementation is very simple. Since 
the company continuously receives 
data on a large number of companies, 
all that is necessary is to gain access 
data to the platform, and then the 
company can display its own ratings 
or those of its vendors, or, if needs be, 
the ratings of other companies (part-
ners, etc.).

The cost of the solution depends on the 
number of suppliers monitored (access 
to your own company is always free). 

What is a Security rating?
In all the rating is a combination of rating algorithms divided into 10 levels:

	� network security,
	� DNS health,
	� patching cadence,
	� endpoint security,
	� IP reputation,
	� application security,
	� cubit score,
	� hacker chatter,
	� information leak
	� social engineering.

An inventory of the shortcomings is made and then categorized for each of the 
ten areas. Every shortcoming is described, and a possible action is put forward.

Apart from monitoring its own security level, the SecurityScorecard can also be 
used to manage suppliers’ risks, as it allows the ratings of other companies to 
be viewed in the same way.

Detailed report
A final detailed report is created for each company and includes the 
following information:

	�  An overview of all factors assessed with the number of shortcomings found.
	�  A graph of the rating over the past 30 days.
	�  A summary of the most critical findings.
	�  An evaluation of all factor categories that includes a final score, a list of all 

areas monitored, and the number of findings for each.

Integration
The SecurityScorecard can be integrated into the GRC tool, that being both the 
company’s own data and data from vendors. The GRC tool then synchronizes the 
data obtained from the questionnaires with the vendor ratings, vulnerabilities 
and SecurityScorecard data.

The SecurityScorecard can also place the identified vulnerabilities into catego-
ries or sections of security standards or legislation, specifically:

	� GDPR,
	� HIPAA,
	� ISO/IEC 27001:2005,
	� NIST 800-171,
	� NIST Cybersecurity framework Version 1.1,
	� PCI DSS Version 3.1,
	� SIG a SIG Lite
	� TISAX.
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