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Don‘t lose your entire domain
During penetration testing of the internal infrastructure 
the focus is on revealing all available network services 
and components and enumerating them in detail. Col-
lecting as much information as possible about a compa-
ny‘s network infrastructure is crucial for an attacker - this 
information is used to uncover vulnerabilities, carry out 
attacks and gain access to sensitive systems on the com-
pany‘s internal network.

Therefore, it concerns a standard type of test simulating 
the actions of an internal employee/attacker who has 
gained access to the organization‘s internal network. 
The main effort, apart from gaining access to individual 
systems, is to gain domain administrator privileges and 
compromise the organization‘s entire domain.

Penetration testing 
the internal infrastructure
An internal penetration test simulates an attacker 
attacking the components of an information system 
from within the company. The tests aim to determine 
how easily identifiable a target an organization‘s ICT 
infrastructure is, how easy it is to detect vulnerabili-
ties that can be exploited to gain unauthorized access 
to sensitive system resources and to propose recom-
mendations for removing them. 

The following points give general activities aimed at 
obtaining the basis to fully assess the security of the 
systems under test during internal penetration tests:

��  Identifying targets, the environment and 
searching for vulnerabilities,

��  identifying active servers, network elements and 
verifying their security,

��  an attempt to break into selected identified 
systems and services - privilege escalation,

��  an attempt to compromise the company‘s domain.



Penetration testing the internal infrastructure

When carrying out internal penetration tests, we primarily rely on the 
current OSSTMM methodology and the testers’ experience with attacks on 
domain machines, with an emphasis on the following procedures:

Identifying targets, the environment and searching 
for vulnerabilities
The initial phase involves recognizing and mapping the individual systems 
(server types, operating systems, etc.) and services available on the organiza-
tion‘s user network. 
This is where we test for security weaknesses related to software bugs, configu-
ration errors, and errors resulting from poor design and service settings.

Identifying active servers, network elements 
and verifying their security
The phase involves recognizing active network elements (firewalls, switches, 
routers, monitoring probes) and checking their security level from the perspec-
tive of the organization‘s overall network design, and from the perspective of 
the systems themselves.
The tests are conducted by automated scanning methods that identify the net-
work structure and the inherent vulnerabilities of individual systems according 
to the service “fingerprints” obtained The impacts on network security are sub-
sequently assessed according to manufacturers‘ recommendations and recog-
nized best practices.

An attempt to break into selected identified systems 
and services - privilege escalation
Based on the results of the previous phases, the possibilities of escalating the allo-
cated rights and taking full control of the tested systems are identified and verified.
Each test is carried out using various methods. In particular, password guessing 
attacks, misuse of any information found (found passwords, scripts) and the use 
of exploits for specific vulnerabilities found.

An attempt to compromise the company‘s domain
In this stage, an attempt is made to escalate privileges to the level of a domain 
administrator. The goal is to compromise the company‘s internal domain. Both 
classic and the latest attacker techniques, such as Pass the Hash, LSASS Dump-
ing, Kerberoasting, Incognito Token Impersonation and others, are used when 
carrying out the techniques.

Our strengths
��  We are an established Czech 

security company that has been 
successfully operating on the 
market for over 30 years.

��  We have more than 20 years of 
experience in the field of web 
application and platform security.

��  We have the largest team of 
ethical hackers in the Czech 
Republic, one that is made up 
of more than 15 of our own 
employees.

��  We hold CEH, eMAPT, CISSP, 
OSCP, OSCE and many other 
certifications.

��  Our team is composed of 
specialists with experience from 
hundreds of web projects.

��  We listen to our clients and adapt 
our tests to their needs and the 
time they have available.

��  We follow modern trends in web 
security and technology.

��  We emphasize a manual approach 
whilst testing, which leads to more 
errors being detected, especially in 
business logic applications.
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